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Cyber Law
Cyber Economic Crime in India Balsing Rajput 2020-04-22 This volume provides an overview of cyber
economic crime in India, analyzing fifteen years of data and specific case studies from Mumbai to add to the
limited research in cyber economic crime detection. Centering around an integrated victim-centered
approach to investigating a global crime on the local level, the book examines the criminal justice system
response to cyber economic crime and proposes new methods of detection and prevention. It considers the
threat from a national security perspective, a cybercrime perspective, and as a technical threat to business
and technology installations. Among the topics discussed: Changing landscape of crime in cyberspace
Cybercrime typology Legal framework for cyber economic crime in India Cyber security mechanisms in India
A valuable resource for law enforcement and police working on the local, national, and global level in the
detection and prevention of cybercrime, Cyber Economic Crime in India will also be of interest to researchers
and practitioners working in financial crimes and white collar crime.
Outsourcing to India - A Legal Handbook Bharat Vagadia 2007-08-14 This book offers concise, digestible
and relevant legal advice to help ensure an outsourcing deal delivers on its promise. It also provides a
checklist for companies to ensure critical factors are adequately addressed within their contract with the
service provider.
Indian Legislation On Cyber Crime Sita Ram Sharma 2004-01-01 As Is Suggestive From The Name Of The
Title, This Book Consists Of Important Legislations To Curb The Cyber Crime In India.The Book Contains The
Original Text On The Themes Like The Information Technology Act, 2000; Telecom Regulatory Authority Of
India (Trai); The Indian Telegraph Act, 1985; And The Reserve Bank Of India Act, 1934 Etc.Besides The
Academic Worth, This Book Will Prove Of Utmost Use To Legal Practitioners And Police Officials.
Transformational Dimensions of Cyber Crime Dr M N Sirohi 2015-05-21 Cybercrimes committed against
persons include various crimes like transmission of child-pornography harassment of any one with the use of
a computer such as email. The trafficking, distribution, posting and dissemination of obscene material
including pornography and indecent exposure, constitutes one of the most important cybercrimes known
today. The worldwide information infrastructure is today increasingly under attack by cyber criminals and
terrorists—and the number, cost, and sophistication of the attacks are increasing at alarming rates. The
challenge of controlling transnational cyber crime requires a full range of responses, including both voluntary
and legally mandated cooperation This book makes an serious attempt to understand the Cyber Crime which
involves activities like Credit Card Frauds, unauthorized excess to other’s computer system, Pornography,
Software piracy and Cyber stalking etc.
Groen Links komt eraan 1989
Internet Law Edward J. Swan 2022-03-02 The Internet is a world of its own, independent of any country. Its
regulation encompasses a complex and frequently changing collection of international agreements, national
legislation, local laws, regulations, and commercial customs affecting many areas of legal practice. This book
provides a succinct, invaluable guide to the development and scope of regulation of the Internet around the
world. For each of nine key market jurisdictions—the European Union, the United States, the United
Kingdom, France, China, India, Japan, South Korea, and Singapore—the author clearly describes and
analyzes how courts and regulators treat Internet activity in terms of the following: what should be available
via the Internet; what should not be available; how transactions should be conducted; how disputes should be

resolved; and how violations of laws and regulations should be treated. Separate chapters discuss the role of
Internet regulation in matters involving intellectual property, competition, privacy and data protection,
artificial intelligence, cybercurrency, cybercrime, and cyberwarfare. With its extensive review of protections
available to international Internet businesses and its insights into the direction that Internet regulation is
taking around the world, this up-to-date fund of practical knowledge about this rapidly developing regulatory
landscape both globally and at national and local levels will be welcomed by practitioners, regulators,
policymakers, Internet companies, Internet users, and academics for its information about the numerous
areas of law relating to the Internet.
Handbook on Cyber Crime and Law in India Compiled by Falgun Rathod Falgun Rathod 2014-06-16 Today’s
society is highly networked. Internet is ubiquitous and world without it is just in-conceivable. As is rightly
said that there are two sides of a coin, this blessing in form of ease in access to world of information also has
a flip side to it. Devils are lurking in dark to work their stealth. Each click of button takes you closer to them.
Recent surveys have shown a phenomenal rise in cyber crime with in short span. Today, cyber crime is just
not restricted to e mail hacking but has dug its claws in each e-interaction, producing demons like call
spoofing, credit card fraud, child pornography, phishing, remote key logging etc. The book represent the
clear vision of how Investigations are done, How Hackers are able to Hack into your systems the different
attacks and most important Cyber Crimes Case Studies. Disclaimer : The content of the book are copied from
different sources from Internet and the Author has worked to compiled the data
Cyber Crime Nash Haynes 2018-11-07 Cyber Crime is an evil having its origin in the growing dependence
on computers in modern life. In a day and age when everything from microwave ovens and refrigerators to
nuclear power plants is being run on computers, Cyber Crime has assumed rather sinister implications.
Cyber Crime poses great challenges for law enforcement and for society in general. To understand why this is
true, it is necessary to understand why, and how, cybercrime differs from traditional, terrestrial crime. Netcrime refers to criminal use of the Internet. Cyber-crimes are essentially a combination of these two elements
and can be best defined as "e;Offences that are committed against individuals or groups of individuals with a
criminal motive to intentionally harm the reputation of the victim or cause physical or mental harm to the
victim directly or indirectly using modern telecommunication networks such as the Internet (Chat rooms, emails, notice boards and groups) and mobile phones (SMS/MMS)"e;. Since Cyber Crime is a newly specialized
field, growing in cyber laws, there is absolutely no comprehensive law on Cyber Crime anywhere in the
world. This is precisely the reason why investigating agencies are finding cyberspace to be an extremely
difficult terrain to handle. This book explores technical, legal, and social issues related to Cyber Crime. Cyber
Crime is a broad term that includes offences where a computer may be the target, crimes where a computer
may be a tool used in the commission of an existing offence, and crimes where a computer may play a
subsidiary role such as offering evidence for the commission of an offence.
An Overview on Cybercrime & Security, Volume - I Akash Kamal Mishra 2020-08-17 Cybersecurity is
significant in light of the fact that cybersecurity chance is expanding. Driven by worldwide network and use
of cloud administrations, similar to Amazon Web Services, to store touchy information and individual data.
Across the board, helpless setup of cloud administrations combined with progressively refined cybercriminals
implies the hazard that your association experiences a fruitful digital assault or information break is on the
ascent. Digital dangers can emerge out of any degree of your association. You should teach your staff about
basic social building tricks like phishing and more complex cybersecurity assaults like ransomware or other
malware intended to take protected innovation or individual information and many more. I hereby present a
manual which will not only help you to know your rights as well as how to keep yourself safe on cyberspace.
The book has been awarded by many experts as well as it has also been recognised by the University of
Mumbai for their B.com - Banking & Insurance as well as on Investment Management Program.
Cyber Laws in India - Fathoming Your Lawful Perplex Akash Kamal Mishra 2020-07-02 The development of
Electronic Commerce has pushed the requirement for lively and viable administrative systems which would
additionally fortify the legitimate foundation, so significant to the accomplishment of Electronic Commerce.
All these administrative systems and legitimate frameworks come extremely close to Cyberlaw. Cyberlaw is
critical on the grounds that it touches all parts of exchanges and exercises on and including the web, the
World Wide Web, and the internet. Each activity and response on the internet has some legitimate and digital
lawful points of view.
Media Laws In India : A Brief Observation Akash Kamal Mishra 2020-07-21 Media Law concerning print,
electronic, film, and advertising media as prevalent in India. The book begins with the history of media law in
India and discusses the specific provisions in the Constitution of India which is essential for a law student as

well as a journalist. It then goes on to define the concepts of the history of media law and Intellectual
Property Rights. Besides, the text discusses in detail the information of the Authorities regulating the media
industry, Laws applicable for information, Broadcasting, and for films. In addition to covering different types
of. Finally, the book throws light on media law concerning the history and the upcoming future. The book also
includes several important cases to enable students to relate various acts and regulations to real-life
situations. Besides students, journalists, and other media professionals who cover courts and law-related
beats would also find this book immensely valuable.
Cyber Law in India Talat Fatima 2017-02-24 Derived from the renowned multi-volume International
Encyclopaedia of Laws, this practical guide to cyber law – the law affecting information and communication
technology (ICT) – in India covers every aspect of the subject, including intellectual property rights in the ICT
sector, relevant competition rules, drafting and negotiating ICT-related contracts, electronic transactions,
privacy issues, and computer crime. Lawyers who handle transnational matters will appreciate the detailed
explanation of specific characteristics of practice and procedure. Following a general introduction, the book
assembles its information and guidance in seven main areas of practice: the regulatory framework of the
electronic communications market; software protection, legal protection of databases or chips, and other
intellectual property matters; contracts with regard to software licensing and network services, with special
attention to case law in this area; rules with regard to electronic evidence, regulation of electronic
signatures, electronic banking, and electronic commerce; specific laws and regulations with respect to the
liability of network operators and service providers and related product liability; protection of individual
persons in the context of the processing of personal data and confidentiality; and the application of
substantive criminal law in the area of ICT. Its succinct yet scholarly nature, as well as the practical quality of
the information it provides, make this book a valuable time-saving tool for business and legal professionals
alike. Lawyers representing parties with interests in India will welcome this very useful guide, and academics
and researchers will appreciate its value in the study of comparative law in this relatively new and
challenging field.
CYBER CRIME AGAINST WOMEN IN INDIA –INVESTIGATIVE AND LEGISLATIVE CHALLENGES Adv.
Shruti Bist 2020-07-25 The Internet’s increasing scope, the rapid proliferation of ICTs for mobile information
and communications technologies) and the wide distribution of social media have created new opportunities.
Cyber-VAWG is emerging as a global issue with serious implications for global societies and economies.
Cyber-crimes targeting women and children are on rise. 1 In the online world, women and children have been
found to be very gullible, with cybercrimes against women and children witnessing a sharp rise in the last
few years. Women are usually subjected to cybercrimes such as cyber harassment, online stalking, cyber
pornography, cyber defamation, matrimonial fraud and much more. The right to the Internet is a human
right, as declared in June 2016 by the United Nations Council on Human Rights. The cyber world as such has
a virtual reality where anyone can hide or even falsify their identity, this internet gift is used by the criminally
minded to commit wrongdoing and then hide under the internet's blanket. The paper identifies common
forms of cyber-crimes against women, such as cyber stalking, cyber pornography, circulating images /
morphing, sending obscene / defamatory / annoying messages, online trolling / bullying / blackmailing / threat
or intimidation, and email spoofing and impersonation. It recommends further steps that need to be taken to
deal holistically and effectively with cybercrimes against women. While India’s Internet population may
explode, social network users experience a looming gender imbalance. This can be seen in areas such as the
number of internet users, the number of users on Facebook and Twitter, digital literacy and political tweets.
Cybercrimes generally incepted by fake ids generated on Facebook, Twitter and other social media sites that
cause severe harm to women, severe blackmailing, intimidation, bullying, or cheating via messenger
messages and email are committed by the perpetrators. Ill-intentioned people commit these cyber-crimes
with mischievous intent such as illicit gain, vengeance, insult to a woman's dignity, extort, blackmail,
defamation, and steal information.
The Internet Law of India Shubham Sinha 2015-11-04 This book is BARE ACT of Indian Law on internet
and cyber act or cyber rules within Indian territories. It is the hardcore set of rules as exactly provided by
Indian government authorities.Internet censorship in India is selectively practiced by both federal and state
governments. While there is no sustained government policy or strategy to block access to Internet content
on a large scale, measures for removing content have become more common in recent years. However,
websites blocked either by the government or Internet service providers can often be accessed through proxy
servers (see Internet censorship circumvention).The Information Technology Act, 2000 (also known as
ITA-2000, or the IT Act) is an Act of the Indian Parliament (No 21 of 2000) notified on 17 October 2000. It is

the primary law in India dealing with cybercrime and electronic commerce. It is based on the United Nations
Model Law on Electronic Commerce 1996.An Act to provide legal recognition for transactions carried out by
means of electronic data interchange and other means of electronic communication, commonly referred to as
"electronic commerce", which involve the use of alternatives to paper-based methods of communication and
storage of information, to facilitate electronic filing of documents with the Government agencies and further
to amend the Indian Penal Code, the Indian Evidence Act, 1872, the Bankers' Books Evidence Act, 1891 and
the Reserve Bank of India Act, 1934 and for matters connected therewith or incidental thereto.The original
Act contained 94 sections, divided in 19 chapters and 4 schedules. The laws apply to the whole of India.
Persons of other nationalities can also be indicted under the law, if the crime involves a computer or network
located in India.The Act provides legal framework for electronic governance by giving recognition to
electronic records and digital signatures. The formation of Controller of Certifying Authorities was directed
by the Act, to regulation issuing of digital signatures. It also defined cyber crimes and prescribed penalties
for them. It also established a Cyber Appellate Tribunal to resolve disputes rising from this new law.The Act
also amended various sections of Indian Penal Code, 1860, Indian Evidence Act, 1872, Banker's Book
Evidence Act, 1891, and Reserve Bank of India Act, 1934 to make them compliant with new technologies.
An overview of cyber-crimes and cyber law in India and Nepal Pallavi Neupane 2019-03-13 Seminar paper
from the year 2016 in the subject Law - Comparative Legal Systems, Comparative Law, , language: English,
abstract: This topic on "An overview of cyber-crime, cyber law with comparative study on ETA 2063 of Nepal
and IT Act 2000 of India" is very relevant in the present context of developing and developed economy such
as Nepal and India respectively. Creating rules and laws binding on nations is a matter for international
negotiations and mutual acceptance by governments. The strong nations have the power to make the rules in
their favour and the authority to implement those rules. But, an undeveloped nation cannot bargain and is
unable to afford these international sets of rules and policies. They are compelled but not compatible. In
twenty first century the world has emerged as a global village and hence business, trades and all the
international institutions, all the nations are being compelled to be a part of Cyberspace. In simple concerns,
Cyberspace and cyber world are the most useful method for exercising the fundamental right of freedom of
expression as in this world everybody has equal right to express their thoughts in front of large public, but
this cyberspace has also been giving an open space for the cyber users to misuse the power of cyber world by
giving the cyber users unauthorized access to infringe into the accounts of others.
Taxmann's Cyber Crimes & Laws | Choice Based Credit System (CBCS) | B.Com-Hons.| 4th Edition | January
2021 Sushma Arora & Raman Arora 2021-01-20 This book is a comprehensive & authentic textbook on ‘Cyber
Crimes & Laws’. This book aims to fulfill the requirement of the following students • B.Com./B.Com. (Hons.)
under CBCS Programme �� B.Com: Semester-III | Paper BC 3.4 (B) | Cyber Crimes and Laws �� B.Com. (Hons.):
Semester-IV | Paper BCH 4.5(F) | Cyber Crimes and Laws • Non-Collegiate Women’s Education Board •
School of Open Learning of University of Delhi • Various Central Universities throughout India. The Present
Publication is the 4th Edition, authored by Sushma Arora & Raman Arora, with the following noteworthy
features: • The subject-matter is presented in a simple, systematic method along with comprehensive
explanation of the concept and theories underlying basic financial accounting. • [Student-Oriented Book] This
book has been developed, keeping in mind the following factors: �� Interaction of the author/teacher with
his/her students in the class-room �� Shaped by the author/teachers experience of teaching the subject-matter
at different levels �� [Specific Emphasis] Reaction and responses of students have been incorporated at
different places in the book • [Comprehensive Coverage of the Laws] with interesting examples/case studies
derived from landmark rulings • [Test Question, True/False Statements & Projects] are given at the end of
each chapter to provide students a thorough practice in solving examination questions • Contents of this
book is as follows: �� Unit I – Cyber Crimes • Cyber Crimes: Meaning, Categories and Kinds �� Unit II –
Definitions under IT Act, 2000 and Contemporary Business Issues in Cyber Space �� Unit III – Electronic
Records �� Unit IV – Regulatory Framework �� Unit V – Case Laws �� Past Examination Papers • B.Com. CBCS
SEM-III (November 2016) • B.Com. (H) CBCS SEM-IV (May-June 2017) • B.Com. (H) CBCS SEM-IV (MayJune 2018) • B.Com. CBCS SEM-III (November 2018) • BA (Prog.) SEM-III (November 2018) • B.Com. SEMIII (November 2019) • BA (Prog.) SEM-III (November 2019) • B.Com. CBCS SEM-III (December 2020)
Cyber Crimes against Women in India Debarati Halder 2016-10-31 Cyber Crimes against Women in India
reveals loopholes in the present laws and policies of the Indian judicial system, and what can be done to
ensure safety in cyberspace. The book is a significant contribution to socio-legal research on online crimes
targeting teenage girls and women. It shows how they become soft targets of trolling, online grooming,
privacy infringement, bullying, pornography, sexual defamation, morphing, spoofing and so on. The authors

address various raging debates in the country such as how women can be protected from cybercrimes; what
steps can be taken as prevention and as recourse to legal aid and how useful and accessible cyber laws are.
The book provides detailed answers to a wide array of questions that bother scholars and charts a way
forward.
Handbook of Cyber Law & Cyber Crime Cases in India Prakash Prasad 2022-02-14 Handbook of Cyber
Law & Cyber Crime Cases in India will serve as a reference point for cyber crime cases in Indian context
under the Information Technology Act & The Information Technology Amendment Act, 2008. Real Life cyber
Cases with the applicable cyber law is presented in this book in a simple language. It will be a reference
manual for anyone who wants to learn and understand law governing cyberspace in India. On an average a
cyber law course will cost you about US Dollars 2500. This book covers about 101 real cyber crime case study
along with brief illustration and explanation of every section under the relevant Indian Law.
An Introduction to Cyber Crime and Cyber Law R. K. Chaubey 2009 With reference to India.
A Brief Introduction on Cyber Crime Cases Under Information Technology Act Prakash Prasad
2017-03-14 This Handbook will serve as a reference point for cyber crime cases in Indian Context under the
Information Technology Act & The Information Technology Amendment Act, 2008. Real Life cyber Cases with
the applicable cyber law is presented in this book in a simple language. It will be a reference manual for
anyone who wants to learn and understand law governing cyberspace in India. On an average a cyber law
course will cost you about US Dollars 400. This book covers about 101 real cyber crime case study along with
brief illustration and explanation of every section under the relevant Indian Law.
Cyber Crime, Regulation and Security: Contemporary Issues and Challenges Prof. Dr. Pradeep
Kulshrestha 2022-08-30 In the era of a fast-changing technically driven society, to make life easy and simple
people use various devices. The Internet is one of the easiest and most economical modes of connecting
people and businesses across the world. Usually, it is believed that a computer has been used as a medium or
instrument for the commission of cybercrimes like trespass, larceny, or conspiracy on the other hand much
credence is given to the unique nature of emerging technologies and unique set of challenges, unknown to
the existing cyber jurisprudence, such as nature and scope of cybercrimes, intention, and difficulties in
locating the offender, jurisdiction and its enforcement. Cyber Crimes are risky for different organizations and
people networking on the internet. It poses a great challenge and threat for individuals as well as for society.
The objective of the National Conference on Cyber Crime Security and Regulations – 2022 was to examine
the emerging cybercrime security and regulation issues and trends in the current scenario. This conference
was multidisciplinary in nature and dealt with debatable and relevant issues that the world is facing in
cyberspace in the current scenario. This conference provided a platform to legal professionals, academic
researchers and consultants an opportunity to share their experiences and ideas through panel discussion
and paper presentations across the country and witnessed nearly 150 participations.
Cyber Law in India 2017
Cyber Crime: Concepts, Methodologies, Tools and Applications Management Association, Information
Resources 2011-11-30 Threatening the safety of individuals, computers, and entire networks, cyber crime
attacks vary in severity and type. Studying this continually evolving discipline involves not only
understanding different types of attacks, which range from identity theft to cyberwarfare, but also identifying
methods for their prevention. Cyber Crime: Concepts, Methodologies, Tools and Applications is a threevolume reference that explores all aspects of computer-based crime and threats, offering solutions and best
practices from experts in software development, information security, and law. As cyber crime continues to
change and new types of threats emerge, research focuses on developing a critical understanding of different
types of attacks and how they can best be managed and eliminated.
The Effects of Cybercrime in the U.S. and Abroad Randall Knight, B.S., L.L.B, L.L.M. 2014-11-17 This book
focuses upon cybercrime activity in the United States and abroad. I have explored the problems that have
arisen since the induction of the Internet. Discussing the realities of malicious attacks against the United
States infrastructure, cyber terrorism, and white collar crimes. The goal of this book is to inform the
government and consumer alike to protect themselves from cyber intrusion.
FLAME OF CYBER CRIMES ON SOCIAL MEDIA A BURNING ISSUE Dr. Rohit P Shabran 2021-09-07
IT Law & Cyber Law A Brief View to Social Security Anupa Kumar Patri
Cyber Crime and Digital Disorder P. Madhava Soma Sundaram and Syed Umarhathab 2011
Cyber Law in India Simply in Depth Ajit Singh 2018-08-19 As we all know that this is the era where most
of the things are done usually over the internet starting from online dealing to the online transaction. Since
the web is considered as worldwide stage, anyone can access the resources of the internet from anywhere.

The internet technology has been using by the few people for criminal activities like unauthorized access to
other's network, scams etc. These criminal activities or the offense/crime related to the internet is termed as
cyber crime. In order to stop or to punish the cyber criminals the term "Cyber Law" was introduced. We can
define cyber law as it is the part of the legal systems that deals with the Internet, cyberspace, and with the
legal issues. It covers a broad area, encompassing many subtopics as well as freedom of expressions, access
to and utilization of the Internet, and online security or online privacy. Generically, it is alluded as the law of
the web. The principle target of our my book is to spread the knowledge of the crimes or offences that take
place through the internet or the cyberspace, along with the laws that are imposed against those crimes and
criminals. I am additionally trying to focus on the safety in cyberspace.
Cyber Forensics in India Nishesh Sharma 2017
Intellectual Property Rights in Cyberspace Akash Kamal Mishra 2020-07-21 The impetus for the development
of intellectual property law, at its inception, was to ensure that sufficient incentives exist to lead to
innovation and the creation of new and original works and products. The physical world has been relatively
successful at erecting barriers to prevent acts that would limit this innovation, in the form of copyright,
trademark, and patent regulations.
Encyclopaedia of Cyber Laws and Crime S. R. Sharma 2003
Cyber Crimes in India Dr. Amita Verma 2012
Cyber Crimes and Law Dr. Amita Verma 2009
Digital Crime Investigation Benild Joseph 2017-11-11 "Digital Crime Investigation" written by Benild
Joseph gives an insight to investigators helping them with the background and tools that they need to
investigate crime occurring in the digital world. This extremely useful guide provides step-by-step
instructions for investigating Internet crimes, including locating, interpreting, understanding, collecting, and
documenting online electronic evidence to assist investigations.Law enforcement departments and security
officers all over the world having the responsibility for enforcing, investigating and prosecuting cybercrime
are overpowered, not only with the increasing number of crimes being committed but also by a lack of
adequate training material. This book provides that fundamental knowledge, including how to properly
collect and document online evidence, trace IP addresses, and work undercover.
Cyber Crime in India M. Dasgupta 2009 Legal aspects of computer crimes in India.
Cyber Security, Cyber Crime and Cyber Forensics: Applications and Perspectives Santanam, Raghu
2010-12-31 Recent developments in cyber security, crime, and forensics have attracted researcher and
practitioner interests from technological, organizational and policy-making perspectives. Technological
advances address challenges in information sharing, surveillance and analysis, but organizational advances
are needed to foster collaboration between federal, state and local agencies as well as the private sector.
Cyber Security, Cyber Crime and Cyber Forensics: Applications and Perspectives provides broad coverage of
technical and socio-economic perspectives for utilizing information and communication technologies and
developing practical solutions in cyber security, cyber crime and cyber forensics.
Cyber-Crime And Crime Law Dr Bharti L Vaja
Cyber Crime Laws 2016
Cyber-Crime Rod Broadhurst 2005-05-01 This collection is innovative and original. It introduces new
knowledge and is very timely because of the current high profile of the international public discourse over
security, the internet and its impact upon the growth of the information economy. The book will be very
useful to a wide range of readers because it will both inform and provide the basis for instruction. This book
significantly advances the scholarly literature available on the global problem of cyber-crime. It also makes a
unique contribution to the literature in this area. Much of what has been written focuses on cyber-crime in
the United States and in Europe. This much-needed volume focuses on how cyber-crime is being dealt with in
Asian countries. It explains how law enforcement is responding to the complex issues cyber-crime raises and
analyzes the difficult policy issues this new type of transnational crime generates. This book is an invaluable
addition to the library of anyone who is concerned about online crime, computer security or the emerging
culture of the Internet.
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